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Protect digital documents
against fraud

Server software for universal
certificate usage,
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The signature server for automated
mMass signing & document security

The signature server at a glance

With the transformation of everyday business life into
the digital sphere, data and document security is be-
coming extremely important.

Tamper protection, copyright verification, data encryp-
tion and the digital probative value have increasingly
become the center of focus for IT strategies, compli-
ance and the social discourse.

The "Requlation on electronic identification and trust

services for electronic transactions in the internal mar-

ket" (eIDAS) has ensured EU-wide legal and technical
standards since the year 2016.

digiSeal®server enables central security functions to be

operated in parallel in individual work processes:

= Electronic signature and seal - Automatically sign
and seal large document volumes. The digital signa-

ture and the electronic seal ensure the integrity of
the content and verify the identity of the signer/
author (authenticity).

= Signature enhancement - Enhancement

(augmentation) of signatures with time stamps and
validation data to enhance the AdES signature level.

= Signature verification - Automatic verification of
signed data including the verification documenta-
tion in PDF/A or XML format.

= Timestamps - Using a timestamp, the content of a
document or data record is verifiably "frozen" at an

"official" point in time. (The desired timestamp

contingent must be acquired from a trust centre.)
= Custom Task - The integration of third-party com-

ponents enables any other functionalities, such as

file conversion (for example, TIF2PDFA), to be inte-

grated in the processing.

= Encryption - Automatic encryption based on strong

state of the art cryptography. This serves as a pro-
tection against unauthorized viewing.

= Email - Automatic document delivery by e-mail.

Application examples
Signing, sealing, timestamping and encryption of

= Bulk receipts, e.g. bank statements, invoices (as
part of international elnvoicing projects, EU VAT
System Directive), payslips

= Recording discussions (audio files)
e.g. consultations for personal loans

= Business correspondence

= Machine logs

= Digitised documents as part of replacement scan-
ning

= Medical reports

= And many more

Integration

Integration into your DMS, ERP, archive etc. via:

= Webservice for web-based solutions
Programming interface (C-API)

= Java-, G#- or Python-Wrapper

= Directories (,Hot folder”)

= Connectors (e.g. SAP)

digiSeal server »custom Task«

Third-Party Component / Function Library
Examples: = File conversion, e.g. TIF2PDFA or TIF2readablePDF

“

)

= Integrate / read barcodes

Timestamp

digiSeal®server

Email delivery

e

N
i N
T v

»Custom Task«

)

BV,'/ Signature

Verification

%‘
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Fig.: Integration of third-pary components for further functi-
onalities
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Successful integration in the
components of the
following providers

AGFA HealthCare
Com2

d.velop

DETEC

Fenestrae

Ferrari Electronic
HYDMedia
InterForm
KOFAX

Lexmark

Lobster

NEXUS / MARABU
Net at Work
Saperion
ReadSoft
SEEBURGER
Synedra
XBOUND

“digiSeal®server
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digiSeal®server: the toolbox for individual
signature, seal .and timestamp solutions

Further features (selection)
= Qperating as Microsoft® Windows® service
= Separate GUI for configuration and operation

= Extensive user administration (incl. comprehensive
access rights and role concepts)

= Email alert system for reporting operational events

= Comprehensive document-related logging of com-
pleted processes

= Support of signature cards, software based certifi-
cates and HSMs (Hardware Security Modules)

= Generation and verification of qualified and ad-
vanced electronic signatures, seals, time stamps

= Compliant with EU requlation eIDAS

= Farming increases performance and system stability

Internal IT infrastructure

digiSeal® server

generation of:
e-signatures
'y =
e E e-seals ,Li%,
| POF, XML, % timestamps PAdES, XAdES,

EDIfact _ EDIfact signature.

verification of:
=,

e-signatures

verification

N
timestamps ﬁ%
documen- Ny
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Keep sovereignty over your sensitive data

By using suitable signature software, your confidenti-
al documents are not uploaded to an external cloud,
but stay with you. When using on-premise signature
solutions like digiSeal®server, you keep full control
over the sovereignty of your data — traceable at all

Technology

Operating systems

Windows® Server 2019 / 2016 / 2012 R2 /
2012 / 2008 R2 / 2008

Windows® 10/ 8.1/8/7

System requirements

2.5 GHz or faster processor

2 GB memory (RAM) or higher

Hard drive capacity: at least 500 MB for
installation package

Signature exchange formats

Supports all AdES signature formats in ac-
cordance with elDAS (B-B, B-T, B-LT):

PAdES (PDF signature; *.pdf)

CAdES (PKCS#7 sign.; container: pk7, p7m /
detached: p7s)

XAdES (XML signature; detached / envelo-
ped), XMLDsig

EDI signature (embedded and AUTACK);

GS1 EANCOM DE, Ideal Message Swiss, EAN-
COM AECOC ES, Editel® CZ, GS1 EANCOM (Z,
Edicom® / GS1 EANCOM FR;

2D barcode stores signature on paper and fax
(*.pdf, ™tif, fax group 3 and 4)

times.

Supported signature cards
It is necessary to use so-called multiple

(multisign) signature cards that enable sever-

al signatures to be generated with a single
PIN entry.

digiSeal®server supports signature cards from
all major trust centres such as

Germany: D-TRUST, T-TeleSec, DGN/medisign,
Bundesnotarkammer

Switzerland: Swisscom Solutions, Quo Vadis,
GS1 Switzerland, SwissSign

Austria: A-CERT, A-TRUST

Please find further information about the
technically supported cards in our technical
specification.

Certificate format
X.509 v1 bis v3, DER coded

Signature algorithms
ECDSA, RSA (with following hash algorithms)

Hash algorithms
SHA1, SHA2-224, SHA2-256, SHA2-384,
SHA2-512, RIPEMD160, MD2, MD5

e.signature solutions S E C r g p t

Encryption algorithms

asymmetric: RSA;

symmetric: 3-Key-Triple-DES, AES, RC2 and
PKCS#5 for generating keys

Key storage

Signature cards: 150 7816 SmartCards;
Software certificate: PKCS#12 (*.pfx, *.p12),
HSMs (via PKCS#11)

Card reader
Class 1 to 3 / CTAPI, PC/SC

Card communication protocol
10, T1

Timestamp support

acc. to IETF RFC 31671 Timestamp Protocol,
e.g. D-TRUST (SSL authentication),
T-TeleSec (HTTP authentication)

Compliant with international standards
elDAS, Common PKI (formerly ISIS-MTT),
profile of internationally widespread and
acknow-ledged standards for electronic
signatures, encryption and public key infra-
structures.
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